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WHY PATCH?

Why is patch deployment and maintenance important?



Patching software is like
maintaining your car; it will
still run without
maintenance, but driving
becomes more and more
dangerous the longer you go
on without a check-up.

Brian Donohue, Technology Journalist
Cyber4Sight




THE IMPORTANCE OF PATCHING

It reduces the risk of network security breaches
for your business

= When companies are not properly patched,
they're vulnerable

= (Companies are susceptible to stolen data, fines,

a damaged reputation, loss of client trust and
business revenue.



Even the bravest cyber
defense will experience
defeat when weaknesses
are neglected.

Stéphane Nappo, Vice President
Global Chief Information Security Officer
2018 Global CISO of the year




WHY PATCHING IS NEGLECTED

It's time consuming and detracts from project
based activities

= |tisnt givenahigh priority. “Breaches won't
happen to us”

= Establishing and following a clear patching
protocol is consistently deprioritized




RISKS OF POOR PATCHING

Maintaining a vulnerable environment




VULNERABILITIES: THE HACKER'S ENTRY POINT

Hacker Behaviour Cyber Attacks

Most hackers exploit Statistics show that the vast majority of
vulnerabilities that were organizations that suffer cyber attacks are those
patched more than a year that don't deploy patches within a year of release,
prior. or never patch at all.




RISKS OF POOR PATCH MANAGEMENT

Deloitte’s reports 7 hidden costs of a cyber attack:

" Insurance Premium Increases

" Increased Cost to Raise Debt

® Operational disruption or destruction
" Lostvalue of customer relationships
® Value of lost contract revenue

" Devaluation of trade name

" Lossofintellectual property




81 global firms from 81

countries reported data
breaches in the first half of
2020 alone




80% of firms saw an increase
in cyber attacks in 2020.

Coronavirus is blamed for a

238% rise in cyber attacks on
banks.
B




Ransomware attacks rose

148% in March 2020 and the
average ransomware payment

rose by 33% to $111,605 as
compared to Q4 2019.




OUTSOURCED SERVICES

The benefits of outsourcing Patch Management.




OUTSOURCED PATCH MANAGEMENT BENEFITS

FINANCIAL

Economies of scale
enable us to provide
a cost effective
service. Our team is
available to meet
your scheduling
needs 24 x 7 x 365.

EFFICIENCY

We bring decades of
experience and the
latest technology to
ensure all
vulnerabilities are
addressed.
Reporting and
exception
management is
handled as per your
business needs.

FOCUS

With outsourced
patching, your team
is free to focus on
your core business
needs without the
distraction of after
hours patching.




OUR ENGAGEMENT MODEL
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DISCOVERY & ONBOARDING

Technical Requirements

We work with you to
understand your tools,
processes, the size and
composition of your fleet
and its geographic
spread.

Scheduling Needs

Our team conducts
patching at a schedule
determined by you. We fit
into your monthly
approval processes.

We work with your
Change Advisory Board
and other key
stakeholder groups to
ensure your monthly
patching processis
successful.




PRE-PATCH PLANNING

Patch Review

We review released
patches, generate a plan
and a schedule and
communicate to all key
stakeholder groups.

System Health Checks

We conduct an overall
patching system health
check including space,
schedule, performance,
automatic deployment
rules, Microsoft and 3rd

Party patch
synchronization.

Any changes required for
vulnerability remediation
are documented and
submitted to your
approval stakeholder
groups.




PATCH IMPLEMENTATION

Scheduling Deployment

Verifying schedules and Monitoring deployment of Following post

backup health prior to patches to the pilot deployment verification,

pilot patch deployment workstations group, we assist owners of
identification and “critical systems” with
resolution of issues. application testing.
Finally, we monitor Rollback can be
deployment of patches to performed if necessary.

the production groups




POST DEPLOYMENT ACTIVITIES

Reporting Clean-up Tasks

Create patch deployment Database optimization, Health check for patch

and compliance report clean-up of outdated, distribution points,
for both Microsoft and superseded, declined and including space, faulty
3rd party patches unused patches. packages, and

distribution point logs.




ABOUT US

Introducing 24x7 Advantage
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WHO IS 24x7 ADVANTAGE?

24x7 Advantage was established in 2019 as a
strategic partnership between two mature
organisations.

Operating from 4 countries, 24x7 Advantage offers
services to businesses of all sizes, providing Patch
Management Services, NOC Services and Digital
Experience Monitoring. n



STRATEGIC PARTNERSHIP

Ve yempo

your employees offshore
IT SOLUTIONS ’R
An Australian HQ IT A values-driven
outsourcing business with outsourcing business
over 40 years of service operating in 3 locations

excellence. in the Philippines




THE LEADERSHIP TEAM

Nigel Anderson lan Parkin Michelle Fiegehen

Nigel built and led an IT lan has large scale global Michelle has built and led
Outsourcing business for experience running critical offshore support centres in
over 40 years. infrastructure support the Philippines and India.
teams.
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Patch Management.
Can you afford to neglect it?
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