
 
Patch Management 

 

What is a Patch Management? 

Patch management is the process of acquiring, testing and installing code changes on 
operating systems, applications and software tools. It ensures servers, desktop and laptop 
equipment are updated with the most recent code to maintain security, performance, and 
eliminate bugs.  

24x7 Advantage has a team of experienced Systems Engineers that can perform regular 
patch deployment according to your schedule requirements.  

What Services are Provided? 

The service consists of the following: 

1. Discovery. We gather and maintain a comprehensive inventory of your systems, which is 
key to identifying all systems to be protected.  

2. Categorisation. We work with you to categorise systems and/or users according to risk 
and priority.  

3. Patch management policy creation. In line with your requirements, we determine what 
will be patched, when, and under what conditions. 

4. Monitor for new patches and vulnerabilities. We subscribe to many reliable sources to 
ensure we have access to the timeliest vulnerability disclosures. 

5. Patch testing. We create a testing environment to avoid being caught off-guard by 
unintended issues. 

6. Configuration management – We document any changes required prior to patching so 
that rollback is simple if required. 

7. Patch roll out – We follow established patch management policies created in step 3. 
8. Patch auditing – We audit to identify any failed or pending patches, incompatibilities or 

performance issues 
9. Reporting – We produce regular patch compliance reports to confirm all systems are up 

to date. 
10. Review, improve, and repeat – We implement a continual improvement program to repeat 

and optimise steps 1-9, weekly, fortnightly or monthly depending on your requirement. This 
includes phasing out or isolating any outdated or unsupported machines, reviewing the 
policies, and revisiting exceptions to verify whether they still apply or are necessary. 


